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Abstract—Automated web GUI testing is important for soft-
ware quality, however, its effectiveness is often undermined by
test case brittleness, especially in continuously evolving real-
world applications. In this experience paper, we pragmatically
investigate the root causes of brittleness. We first analyze why
legacy test cases, derived from the Mind2Web dataset, fail when
executed on current web application versions. Our findings
reveal that brittleness stems from multifaceted factors, including
test script design, web application complexity, and automation
framework limitations. A longitudinal study further shows that
81.7% of repaired tests break again within six months, primarily
due to similar recurring issues, highlighting the persistent nature
of brittleness. We further demonstrate that Large Language
Models, when provided with human-like diagnostic context, can
successfully repair a substantial portion of these brittle tests,
though human expertise remains important for more complex
scenarios. Our findings emphasize that brittleness is a multi-
faceted problem requiring collaboration between different parts
involved in the automation testing.

Index Terms—Experience report, web GUI testing, test au-
tomation, test evolution and maintenance

I. INTRODUCTION

Automated web Graphic User Interface (GUI) testing is
a widely adopted method to reduce the intensive labor and
considerable time required by manual testing [1], [2]. How-
ever, a persistent challenge in this domain is the brittleness of
automated test cases [3]. Brittleness refers to the tendency
of test cases to fail when the web application under test
changes. Such changes can include updates to its structure or
layout, or they can arise from external conditions like network
fluctuations, server performance issues, or other environmental
variations. This brittleness often transforms previously reliable
test cases into fragile, outdated artifacts that demand frequent
and expensive maintenance [4]–[6]. Over time, these mainte-
nance demands grow to a point where many organizations opt
to abandon and rewrite their test suites entirely [7], thereby
diminishing the efficiency and dependability of automated test-
ing. The tight coupling between automated test cases and the
web application, along with the dynamic and adaptive nature
of modern web applications, intensifies this problem [3], [8].
Even small alterations can disrupt test execution, making brit-
tleness a critical barrier to achieving sustainable and effective
automated web GUI testing.

To tackle brittleness, it is essential to systematically identify
and understand its root causes in practical, real-world settings.

However, there is a gap between state-of-the-art research con-
cerning automated web GUI testing and the realities of testing
widely used, real-world, and dynamic web applications [9],
[10]. Existing research often lacks a pragmatic perspective
when studying challenges and solutions directly relevant to
testing the diverse and dynamically evolving web applications
found in real-world environments. For instance, some findings
are derived from static analyses of bug reports or issue discus-
sions, potentially overlooking issues that only manifest during
live test execution on actively changing applications [11],
[12]. Other studies that do involve test execution often rely
on some specific open source projects [6] or only examine
specific industrial systems [8], [13]–[15], which can limit the
broad applicability of findings. Furthermore, many of these
open source subjects used in previous studies are static and
relatively simple [9], [16], or, even if extensive, are often de-
ployed in controlled local environments for experiments [17]–
[19]. Such experimental setups cannot sufficiently reflect the
true complexities of real-world web applications built for large
user volumes and continuous updates [9], [16]. Consequently,
these approaches might not reveal critical forms of brittleness,
especially those arising from dynamic content rendering, asyn-
chronous operations, and complex user interface interactions
common in large-scale, ever-changing web applications.

The limited scope of existing studies curtails their practical
effect since their insights often fail to capture the complex,
adaptive requirements of automated web GUI testing on
modern web applications that receive frequent updates. As
a result, despite various proposed solutions to address diffi-
culties in automated web GUI testing [17]–[29], these issues
continue, and some of them have even persisted for nearly
two decades [4]. The central problem is that the solutions
derived from root causes identified by prior studies are often
partial or temporary fixes. They do not adequately identify and
address the fundamental issues contributing to brittleness in
actual web GUI testing environments. Uncovering these deep-
seated problems and understanding their true nature requires
moving beyond narrowly focused experiments or analyses of
static artifacts towards investigations grounded in the dynamic
complexities of real-world, evolving web applications.

To facilitate the development of effective, long-lasting
strategies for improving the reliability and adaptability of au-
tomated web GUI testing in diverse web application settings, a



broader, more pragmatic study of the root causes of automated
web GUI testing brittleness is needed. In this paper, we present
an experience report of conducting automated GUI testing for
real-world web applications. We intend to identify the root
causes of brittleness associated with automation testing on
modern web applications and understand how to address these
effectively. Specifically, we use test cases derived from the
Mind2Web dataset [30], which contains detailed instructions
to complete tasks on real websites. To support our study,
we developed a tool that automatically transforms these task
instructions into executable test cases. Since these task in-
structions are based on older versions of websites, our first
phase of analysis involves executing the generated test cases
on the latest versions of the corresponding web applications.
We then analyze the resulting failures to uncover the root
causes of why these legacy test cases break, systematically
categorizing these brittleness issues and identifying solutions.
Following this, our second phase involves a deeper analysis
to understand recurrent issues and effective repair strategies
pertinent to a continuous evolution cycle, aiming to identify
patterns of failure and solution types that can inform more
resilient, long-term testing practices.

During manual repair, we observe that diagnosis relies on
the current application state and its differences from the old
test case. This contrasts with some automated repair tools [18],
[19], [24], [25] that require access to old application versions
for comparative analysis and often focus narrowly on locator
issues, while actual brittleness causes are more diverse. The
effort involved in manually addressing these varied issues led
us to investigate whether Large Language Models (LLMs)
could assist. We explore whether LLMs can emulate human-
like diagnostic reasoning to suggest fixes using only the
current execution context, and then evaluate their proposed
solutions.

To guide our investigation, we aim to address the following
research questions:
RQ1: What causes legacy web GUI tests to break on real-
world applications? As applications evolve, understanding
why these older tests initially fail is important. We therefore
investigate the primary root causes of such brittleness to
identify effective ways to address them.
RQ2: How does web GUI test brittleness persist as appli-
cations continuously evolve? Building on initial findings, we
examine recurring brittleness patterns to uncover generalizable
strategies for sustained test case resilience over time.
RQ3: Can LLMs assist in repairing brittle web GUI tests
by emulating human approaches? The manual repair of
brittle tests is often time-intensive. We therefore investigate
whether LLMs can effectively replicate this human-like repair
strategy and evaluate their fixes.

This paper makes the following contributions:

• A collection of test cases for real-world web applications,
which can serve as a dataset for future research.

• An empirical characterization of root causes for legacy
web GUI test brittleness on current applications.

• An analysis of recurring brittleness patterns observed in
evolving web applications, shedding light on strategies
for more sustainable test maintenance.

• An evaluation of LLMs for assisting web GUI test repair
by emulating human-like diagnostic reasoning, assessing
their effectiveness for multifaceted brittleness issues.

Paper organization. Section II presents the background and
motivation of our study. Section III introduces the setup of our
study. Section IV presents the results of our study. Section V
presents the lessons learned from our study. Section VI dis-
cusses the threats to the validity of our results. Section VII
presents the related work to our study. Finally, section VIII
concludes this paper.

II. BACKGROUND AND MOTIVATION

This section first provides a brief overview of automated
web GUI testing and then presents a motivating example to
illustrate the nuanced brittleness challenges that this paper
aims to uncover, particularly those arising from the highly
dynamic nature of modern real-world web applications.

1 def test_agoda():
2 driver.get(’https://agoda.com’)
3 ...
4 # Click dropdown for Child 1’s age
5 driver.find_element(By.ID, "age-dropdown-1").click()
6 # Select ’5 years old’ for Child 1
7 driver.find_element(By.ID, "5-years-old").click()
8 # Click dropdown for Child 2’s age
9 driver.find_element(By.ID, "age-dropdown-2").click()

10 # Select ’7 years old’ for Child 2
11 driver.find_element(By.ID, "7-years-old").click()
12 ...

Listing 1: Test code of selecting the ages of children on Agoda

A. Automated web GUI testing

Automated web GUI testing involves executing predefined
test scripts that simulate user interactions with a web ap-
plication’s GUI. The goal is to verify that the application
behaves as expected across different functionalities, browsers,
and devices [31]. The code snippet in Listing 1 simulates
the interaction process depicted in Figure 1. As shown in
Listing 1, a typical automated test script, often written using
frameworks like Selenium [32], consists of a sequence of
operations. Each operation usually involves two main steps:
Locating a web element: The test script first needs to find
a specific GUI element on the web page (e.g., a button,
input field, or link). This is commonly done using various
locator strategies such as element ID, name, CSS selectors, or
XPath expressions. Performing an action: Once the element
is located, the script performs an action on it, such as clicking
a button, typing text into a field, or selecting an option from
a dropdown. While straightforward in principle, this process
is highly susceptible to brittleness in practice. Changes to the
web application, however minor, can invalidate the process of
locating a web element and performing an action, causing tests
to fail even if the underlying application logic remains correct.
This brittleness leads to significant maintenance overhead and
is a primary focus of our research.

2



(a) Select age of child 1 (b) Age of child 1 selected (c) Select age of child 2 (d) Age of child 2 selected

Fig. 1: Process of selecting the ages of children on Agoda

B. Motivation: The elusive nature of brittleness in real-world
applications

The challenge of test brittleness is significantly amplified
in modern, dynamic web applications that extensively use
JavaScript [33], asynchronous operations [34], and complex
UI frameworks [35], and are deployed on complex infrastruc-
tures [36], [37]. Many existing studies on test brittleness utilize
specific open-source projects that are relatively static and are
deployed in controlled, local environments. Such setups often
fail to capture the full spectrum of issues that arise in real-
world production applications.

Consider a concrete example of a subtle brittleness issue
that can occur on a real-world travel booking website when
selecting ages for multiple children from dynamically gen-
erated dropdown menus, as depicted in Figure 1. A prob-
lem frequently arises in this interaction flow because web
elements within dynamic components like this dropdown are
often transient. They are actively added to, removed from, or
updated within the Document Object Model (DOM) as the
user interacts with the page. For instance, after selecting an
age for Child 1 and then activating the dropdown for Child
2, the options for Child 1 might not instantaneously disappear
from the DOM. In this brief interval, code attempting to select
an age for Child 2 (i.e, “7 years old”) might inadvertently
find and establish a reference to the “7 years old” element
from the Child 1 dropdown. However, by the time the script
attempts to perform a click action on this referenced element,
the Child 1 dropdown and its options may have fully vanished
from the DOM. This can lead to the stale element reference
exception [38], as the referenced DOM element becomes
detached due to these rapid UI updates.

This problem can persist, even when employing established
practices such as explicit waits, which our generated test
code incorporates. This illustrates a form of brittleness that
is difficult to identify, reproduce, and diagnose outside the
context of testing on complex, real-world web applications.
This suggests that the underlying root causes are likely multi-
faceted, potentially stemming from how the web application’s
framework handles UI updates, the inherent testability of the
application’s design, or subtle aspects of test script logic
interacting with a rapidly changing DOM. Uncovering these
deeper, often elusive, root causes to understand exactly “who’s
to blame” when tests fail in these complex scenarios requires a

pragmatic approach that studies brittleness directly on diverse,
evolving applications. Such an investigation, as pursued in
this paper, is important for developing more robust testing
and repair solutions. Our work, therefore, aims to identify
these multifaceted causes of brittleness and also explore how
modern techniques, like Large Language Models, might assist
in repairing tests by reasoning about these complex failures
that depend heavily on context.

III. CASE STUDY SETUP

Figure 2 gives an overview of our study design, from the
setup of our study to the answer of our research questions.
This section describes the setup of our study.

A. Subject data

We build our test scenarios on the Mind2Web dataset [30],
which provides 2,350 multi-step tasks collected from 137
widely used real-world websites that are selected using the
SimilarWeb rankings [39], which is a very commonly used
top websites ranking list. The websites in the dataset include
AirbnbAmazon, and AccuWeather, etc., spanning 31 domains
(e.g., shopping, travel, finance, public services, media). Each
task includes a natural-language description and a verified
action sequence of pairs (operation, target element) over the
original DOM snapshots. The action sequences were recorded
from human annotators completing tasks naturally within a
web browser, which ensures the recorded workflows mirror
how a person would actually navigate the website, making
them representative of test cases that are written manually.
The operations include Click, Type, and Select, which are
the most common operations a user would perform within
a web application [17]. On average, a task in the Mind2Web
dataset [30] contains 7.3 actions, and the pages include about
1,135 DOM elements per view, reflecting the realistic com-
plexity of the pages. The dataset’s extensive diversity provides
a strong basis for generalizable findings. At the same time,
its focus on realism, using complex live websites instead of
simplified environments, creates the exact conditions where
real-world test case brittleness appears. By studying these
human-curated workflows, our analysis can directly reflect the
practical challenges of maintaining automated web GUI tests
during actual software development. Mind2Web is widely used
in many prior studies [40]–[42], further validating its relevance
and suitability as a benchmark for web automation research.
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Fig. 2: An overview of our study approach

To avoid triggering the potential anti-bot services of these
websites, we use the undetected-chromedriver [43] as the
web driver to interact with the websites. However, after
some exploration, we still have to exclude 17 websites that
presented significant access barriers to automated testing.
Some websites have shut down (e.g., www.redbox.com), some
websites still have their anti-bot services triggered even with
undetected-chromedriver, prompting the test scripts to do the
CAPTCHA [44] verification or two-step verification (e.g.,
www.zocdoc.com). In total, our study includes 120 websites
from the original Mind2Web dataset. The remaining websites
still cover a wide range of functions, from e-commerce and
travel booking to information retrieval and service scheduling,
ensuring our analysis is grounded in a rich collection of real-
world web applications.

B. Test case generation

To transform the steps to complete the tasks in the
Mind2Web dataset into executable web GUI test cases, we
propose a pipeline with two major steps: data extraction with
locator generation, and executable test cases generation.

TABLE I: Locators used in the test generation process.
Locator name Description

id By the element’s unique id attribute
link text By a link element’s visible text
name By the element’s name attribute
xpath link XPath search for a link element
xpath attribute XPath search using a specific attribute
xpath relative id XPath search relative to a parent or sibling’s id
xpath image XPath search for an image by its attributes
xpath href XPath search for an anchor tag by its href attribute
xpath inner text XPath search using specific inner text content
xpath position XPath search by the element’s absolute DOM position

Data extraction and locator generation: This initial stage
processes the raw task information from Mind2Web, which
includes MHTML snapshots of web pages corresponding to
each action step. We first parse these snapshots and decode
the encoded content, including the content within iframes, to
HTML files. As the target element of each step is flagged
with a unique identifier in the dataset, we then use these
identifiers to extract the target elements from the HTML files.
An important component of a robust test case is a reliable
locator, the mechanism used to find a specific element on
a web page. To ensure the generated tests are as robust as
possible from the outset, we generate a comprehensive and
prioritized suite of locator candidates for each target element.
The types of generated locators and the prioritization strategy
are modeled after the best practices employed by modern

automation tools like Selenium IDE [45], which prioritize
locators that are less likely to change during website evolution.
Our generation process creates a list of candidate locators
ordered by a predefined priority, from most to least stable.
The specific locators and their descriptions are detailed in
Table I. For example, given an HTML element like <button id

="login-btn" name="name-btn" type="button">Login</button>, it
would first generate a list of potential locators in a specific
order of preference: an ID locator (id=login-btn), which is
the top priority due to its intended uniqueness; A name
locator (name=name-btn), used if a unique ID is unavailable;
An XPath attribute locator, such as one constructed from the
type attribute (e.g., //button[type=’button’]), which is selected
when neither an ID nor a name provides a stable reference.
Other candidates, such as those based on the inner text or
the element’s absolute position in the DOM, would follow
with lower priority. Our tool replicates this by generating a
prioritized suite of locator candidates for each target element.

Executable test cases generation: As depicted in Listing 1,
each web GUI test is composed of a sequence of actions.
The code for each individual test action is constructed using
standard automation testing framework APIs (e.g., Selenium),
incorporating both the element locator and the specified action
type. For each action, we first create the code to find the target
element. This involves selecting the first available locator from
the previously generated prioritized suite of candidates for
that element. This chosen locator is then used to populate the
element finding API call of the framework. Subsequently, the
corresponding action type (e.g., click, type text) recorded in
the dataset for that step is used to complete the construction of
the executable code for that particular action. To systematically
assemble these individual actions into complete test suites,
we employ a template engine, Jinja [46], which organizes
the action code sequences into a set of executable test cases
compatible with the pytest framework, automatically including
necessary import statements and test structures. Following this
automated process, we generated one distinct test case for
each task in the Mind2Web dataset, resulting in a total of
2,052 executable test cases. Note that these test cases are not
fully automatically program-generated; rather, they are guided
by human-annotated action sequences from the Mind2Web
dataset to ensure the workflows reflect realistic user behavior.
This approach closely mirrors how testers use record-and-
playback tools like Selenium IDE in practice. More details
can be found in our replication package1.

1https://figshare.com/s/fa27cafd8f27ae8a6389
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C. Test selection

To investigate the root causes of test brittleness, it requires
iteratively executing test cases designed for those older website
versions against their modern counterparts. Manually execut-
ing and repairing all 2,052 generated test cases would be
prohibitively labor-intensive and time-consuming. Therefore,
we need to select a representative subset of tests that is
both manageable and representative. To achieve this, for each
unique website in our dataset, we selected the longest and most
complex test case, using the number of action steps as a direct
proxy for length and complexity. This resulted in a focused
cohort of 120 test cases. Our rationale is that longer, more
complex test cases are more likely to cover a wider range of
functionalities, traverse more diverse UI elements, and involve
more intricate user interaction flows. Consequently, these test
cases are inherently more susceptible to breaking when a
website evolves. By focusing on these complex cases, we
maximize the probability of observing a broader and more
diverse spectrum of test failures within a smaller sample size.
Figure 3 illustrates the distribution of lines of code for these
selected test methods, excluding import statements. In total,
these test methods comprise 2,346 lines of code. The number
of lines of code per test method ranges from 6 to 59, with an
average of 19.55 lines.

To further validate the representativeness of the test cases
we selected, we manually inspected the 120 selected test sce-
narios. This analysis confirmed that our sample is not merely
long but also functionally diverse and representative of com-
plex, real-world web app usage. The scenarios encompass a
wide range of user journeys, including end-to-end transactions
involving multi-step booking processes and purchasing flows,
complex searches with filtering that require users to apply
multiple specific filters to find jobs, real estate, or products,
and detailed form submissions through extensive forms for
service quotes, applications, or scheduling. Furthermore, even
within the same domain of the Mind2Web dataset, the selected
scenarios test distinct user workflows to avoid redundancy.
For instance, the scenarios in the automotive domain are not
limited to a single action type like purchasing. They span a
variety of distinct user goals such as valuing a current vehicle
(https://www.kbb.com/), selling a car through a detailed form
(https://www.cargurus.com/), searching for a new car with
specific features (https://www.carmax.com/), and scheduling
a demo drive (https://www.tesla.com/). This variety in tasks
ensures our findings are not confined to a narrow subset of
web applications but are reflective of the broader challenges
in web GUI testing.

0 10 20 30 40 50 60

# Test case

Fig. 3: Code lines distribution of the selected tests

D. Environment setup

Our experiments are conducted on a macOS Ventura 13.1
operating system, equipped with an Apple M1 Pro CPU and
32GB of RAM. We select Google Chrome as the testing
browser with a 1920×1080 resolution during test execution. To
set our focus on less commonly explored aspects of brittleness
and to minimize unrelated test failures, we enhance standard
element interaction methods. In light of prior work [28], [29],
functions such as element finding and clicking are augmented
to incorporate Selenium’s explicit wait mechanisms [47]. This
ensures that the framework dynamically waits for target ele-
ments to be present, visible, and interactable before any inter-
action attempts. Furthermore, a pre-test step is implemented to
automatically dismiss ubiquitous cookie consent windows [48]
using pre-identified locators, ensuring a consistent starting
state for each test.

E. Test execution timeframe

The Mind2Web tasks were documented in mid-2023. By
generating tests from this dataset and executing and repairing
these tests on live websites in late 2024 and early 2025, our
study introduces a temporal gap of 1.5 years and 0.5 years,
respectively. This allows us to investigate the root causes
of brittleness that accumulate over longer evolution cycles,
providing findings that are representative of the substantial
maintenance challenges developers and testers face in real-
world development workflows, which are supported by some
prior studies. Feldt et al. [49] found that test cases are long-
term assets and have a long lifespan, with a typical half-
life of 5 to 12 months, indicating that test cases actively
evolve and fail over timeframes highly comparable to the
one in our study. Also, in practice, test maintenance does
not always happen continuously [50]. Alégroth et al. [51]
revealed that in the industrial environment, test cases are
often maintained infrequently and degrade to a point where
a significant “big-bang” maintenance effort is required. This
reflects a realistic scenario where developers must repair a
large batch of old, broken tests after a period of deferred
maintenance. Our study directly simulates this important and
costly process by repairing a suite of 1.5-year-old and 0.5-year-
old tests. Furthermore, our practice mirrors how automated
repair tools are practically applied. State-of-the-art automated
web GUI test repair tools are often applied to major releases
where numerous application changes are accumulated, instead
of on a per-release and per-commit basis [18], [52], [53].
For example, Lin et al. [53] applied automation tools to fix
web GUI test cases for web applications released 1 to 30
versions ago. Similarly, Shao et al. [52] applied automation
tools to fix web GUI test cases that are at least 2 years old.
Therefore, evaluating tests that are 1.5 years and 0.5 years old
is representative of the brittle and out-of-sync test cases that
developers frequently encounter.

IV. CASE STUDY RESULTS

In this section, we present the results of our case study.
Overall, it comprises three main parts: (1) an initial analysis
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of test case failures when legacy tests encounter current web
applications to identify root causes and repair strategies; (2)
an examination of recurring brittleness patterns to understand
long-term test case maintenance challenges; and (3) an inves-
tigation into the use of LLM for assisting in test repair by
emulating human-like approaches. We detail the motivation,
approach, and results for each our research question.

RQ1: What causes legacy web GUI tests to break on real-
world applications?

Motivation Legacy web GUI test cases are often tightly
coupled with the structure and behavior of the web applica-
tions they were originally designed to test. However, as web
applications evolve over time, for example, through updates to
their layout, DOM structure, or functionality, these legacy test
cases often fail due to their inability to adapt to such changes.
For example, a test case that interacts with a specific button
may break if the button’s identifier changes or if the button
is relocated on the page. These failures occur even when the
core functionality of the application remains intact, leading
to significant maintenance challenges. Understanding the root
causes of these failures when legacy test cases are executed
on updated web applications is essential for developing ef-
fective repair strategies and reducing the maintenance burden
associated with outdated test suites.
Approach To investigate the root causes of failures in legacy
test cases, we conduct a systematic analysis through an it-
erative process. As depicted in Figure 2, this process begins
by executing legacy test cases, originally generated from the
Mind2Web dataset (mid-2023 release), against the current
versions of the respective web applications (as of late 2024).
When an unexpected failure occurs during execution, we
collect the runtime output and a screenshot of the web page at
the point of failure. Based on this information, we then identify
the root cause and implement a corresponding fix to let the
test continue. This repair cycle is repeated until the test case
executes successfully without errors. To mitigate potential bias
from flaky tests, a test case is considered fully repaired only
after it passes consistently in at least two separate executions.
Throughout the repair process, detailed comments are added
to the codebase to document each root cause and the rationale
behind its fix. The entire codebase is maintained in a software
version control system to facilitate tracking of changes and
subsequent labeling of the root causes.

To classify and label the root causes of brittleness identified
during the iterative repair process, we employ an open coding
pair review [54], [55]. Initially, two authors independently
review the comments and code change history for a selected set
of 20 test cases. Following this individual review, they discuss
their findings to reach an agreement on an initial codebook.
Using this established codebook and shared understanding,
the same two authors then independently label all identified
brittleness instances across the entire dataset. To assess the
inter-rater reliability of this initial independent labeling, we
calculate Krippendorff’s alpha coefficient [56]. This statistical
measure is chosen because it is suitable for situations where

multiple categorical labels can be assigned to a single instance,
as a test case may exhibit brittleness due to several concurrent
reasons. We then quantify and interpret the level of agree-
ment achieved [57]. Any remaining discrepancies in labeling
are subsequently reviewed and resolved through discussion
between the two authors until a consensus is reached. This
rigorous process ensures that the identified root causes of test
failures are both accurately and reliably categorized, providing
a solid foundation for our analysis.
Results In the initial execution phase, all 120 legacy test cases
failed, underscoring the significant brittleness arising from
discrepancies between these older tests and the current web
applications. To move beyond temporary fixes and compre-
hensively address this brittleness, we classify the identified
root causes based on the primary software component involved
in the automated testing process. These components are: the
automation framework, the web application under test, the test
code itself, and external factors. This classification aims to
highlight which component requires improvement to achieve
robust automation. Our rationale is similar to production
software debugging, where a failure’s root cause can stem from
the production code, its dependent libraries and frameworks,
or the deployment environment, instead of always from the
production code.

Table II presents our classification, which groups the sources
of brittleness into four primary categories: automation frame-
work implementation, test script design, web application com-
plexity, and external factors. For each primary category, the
table further details specific sub-categories, accompanied by a
description of the issue and a concrete example to illustrate
how such failures manifest in practice. The inter-rater reliabil-
ity for our labeling, measured using Krippendorff’s alpha, is as
follows: for automation framework implementation, α = 0.75
(moderate agreement); for test script design, α = 0.81 (strong
agreement); for web application complexity, α = 0.88 (strong
agreement); and for external factors, α = 1.00 (perfect
agreement). The results suggest that our categorization of
failure causes is both reliable and consistent.

Automation framework implementation: Our findings indi-
cate that a substantial number of test case failures (66 out of
120 instances) are not solely due to the test code itself but
can also be attributed to limitations or unsupportive behaviors
within the automation framework’s implementation. While
prior work has acknowledged framework wait behavior as a
root cause of brittle tests [13], our study additionally identifies
and explores brittleness linked to the framework’s element
locating features and page scrolling capabilities, aspects less
emphasized in previous research.

Regarding the framework wait behavior, we observe that
failures often occur because frameworks may primarily use
an element’s display and enabled status as indicators of
interactability. However, in dynamic real-world web appli-
cations, situations where a target element is obstructed by
other elements are common. This can lead to actions being
intercepted or failing, even when standard framework waiting
mechanisms are employed. To truly address such brittleness,
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TABLE II: Rationales of the brittleness of automated web GUI testing
Aspects involved Category Description Freq Ref./New

Automation framework
implementation (66/120)

Framework element
location feature

Limitations in the framework’s element location capabilities prevent the
identification of certain element types, resulting in location failures.

29/66 New

Framework wait behavior Inadequate waiting mechanisms that often identify the element as interactable
even when it is not, leading to the failure of the action.

26/66 [13]

Framework scrolling
behavior

The framework’s scrolling functionality may fail to bring target elements
completely into the viewport, causing subsequent interaction attempts to fail.

17/66 New

Test script design
(111/120)

Element locator design Selection of ambiguous or overly specific (fragile) locators, especially when
more robust alternatives exist, leads to inconsistent element identification.

99/111 [6], [53]

Test data specificity Test input is overly sensitive to temporal or environmental conditions can
render test cases invalid as these external factors change over time.

42/111 [58]

Alignment with application
logic

Test scripts no longer accurately reflect the current application workflow, such
as when steps are added, removed, or modified.

30/111 [6], [11]

Interaction readiness Scripts failing to await stabilization of dependent UI elements before target
interaction can cause inconsistent execution.

24/111 [5], [13]

Cross-window/tab
interaction

Test scripts may improperly handle interactions spanning multiple browser
windows or tabs, such as by failing to wait for new tabs to fully load.

14/111 New

Web application
complexity (79/120)

Incidental GUI update Seemingly minor alterations to the UI, often side effects of unrelated
development work rather than new features, can unexpectedly invalidate tests.

69/79 New

Deep shadow DOM
structure

Elements encapsulated within multiple layers of Shadow DOM, making
interaction logic complex and prone to breakage.

7/79 New

DOM element redundancy Presence of duplicate elements in the DOM, often for responsive design or
dynamic content, can lead to ambiguous locator matches and test failures.

6/79 New

Complex iframe structure The use of multiple or nested iframes within the application complicates
element interaction and increases test script brittleness

2/79 New

External factors (10/120) Application-native dynamic
pop-ups

Pop-ups generated by the application’s own business logic can appear
unexpectedly, disrupting test flow.

8/10 New

Third-party content Dynamically injected third-party content can alter page layout or obscure
elements, thereby interfering with test execution.

2/10 New

The ‘Freq’ column indicates the number of test cases within the respective ‘Aspects involved’ group where this category was identified as a root cause; a single test case can
be assigned multiple category labels. The ‘Ref./New’ column lists literature where related concepts are discussed. ‘New’ indicates a new category that has never been observed
or discussed in prior work.

rather than testers resorting to temporary workarounds like
fixed thread sleeps, automation frameworks themselves may
need to incorporate more comprehensive interactability checks,
ensuring an element can be properly engaged with before an
action is attempted.

Brittleness related to the framework element locating
feature manifests in several ways. For example, we found
instances where the Selenium framework struggled to reliably
locate <SVG> elements using XPath. When a locator matches
multiple elements, the framework’s default behavior of select-
ing the first element in the DOM order can lead to targeting
a non-visible element if others matching the locator precede
it. This problem is often compounded by DOM element
redundancy (a label from the web application complexity
aspect), forcing the use of more specific and potentially fragile
locators, which in turn can contribute to brittleness categorized
under element locator design in the test script.

As for brittleness concerning the framework’s scrolling
behavior, we encountered illustrative examples during our
iterative testing. For instance, when testing akc.org, a test
script intended to click the “Companion Events” element
failed because the element was outside the current viewport.
While many automation frameworks, including Selenium, are
designed to automatically scroll elements into view before
interaction, this did not consistently occur. Consequently, the
click action could not be performed, causing the test case to

fail. To proceed with the test, a manual scroll command had
to be injected as a temporary workaround, highlighting a defi-
ciency in the framework’s automated scroll-to-view capability.

Test Script Design: A significant majority of failures, 111
out of 120 instances, were attributed to aspects of Test script
design. This underscores the critical role that the construction
and maintenance of test scripts themselves play in overall test
suite robustness.

The most dominant sub-category here was element locator
design. Failures in this category arise when test scripts em-
ploy ambiguous, overly specific, or fragile locators, especially
when more stable alternatives could have been selected. Such
locator choices lead to inconsistent element identification as
the application UI evolves, a well-documented challenge.

Test data specificity also contributed to brittleness. This
occurs when test inputs are too closely tied to specific
temporal or environmental conditions (e.g., hardcoded dates,
user-specific data). When these conditions change, the test
data becomes invalid, leading to predictable failures. Lack of
Alignment with application logic was another key factor. As
applications are updated, test scripts that are not correspond-
ingly modified to reflect changes in workflows, such as new
or removed steps, become obsolete and inevitably fail.

Issues with interaction readiness were also observed.
These failures happen when scripts attempt to interact with
a target element before all dependent UI components or
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cascading controls have fully stabilized, leading to inconsistent
behavior even if the target element itself appears interactable.

Finally, cross-window/tab interaction presented chal-
lenges. Test scripts sometimes failed to properly manage con-
text when application functionalities spanned multiple browser
windows or tabs, for instance, by not adequately waiting for
a new tab to load or by failing to switch focus correctly. This
category, to our knowledge, has not been extensively detailed
as a specific root cause in prior work.

Web Application Complexity: The inherent Web application
complexity was identified as the root cause in 79 instances.
This highlights how the design and structure of the application
itself can introduce significant challenges for test automation.

Incidental GUI update was the most frequent sub-category
here. These failures occur due to seemingly minor alterations
in the UI or underlying DOM, which are often side effects of
unrelated development work rather than new features, yet they
unexpectedly invalidate existing test cases.

Deep shadow DOM structure also contributed to brittle-
ness. When target elements are encapsulated within multiple,
nested layers of Shadow DOM, standard element location
strategies often fail, making interaction logic complex and tests
prone to breakage.

DOM element redundancy was another factor. The pres-
ence of duplicate or near-duplicate elements in the DOM, fre-
quently introduced for responsive design or dynamic content
rendering, can lead to ambiguous locator matches, causing
tests to fail or interact with incorrect elements.

Similarly, a complex iframe structure, involving multiple
or nested iframes, complicates element interaction signifi-
cantly. Test scripts must explicitly handle context switching
for each iframe, and complex structures increase the likelihood
of errors and test script brittleness.

External Factors: While encountered less frequently in
our study, external factors accounted for 10 failure instances.
These factors highlight discrepancies that can arise between
the application state during testing and the version or con-
ditions experienced by end-users, often due to elements not
displayed in the controlled testing environment.

Within this aspect, application-native dynamic pop-ups
were the predominant contributor. These are overlay windows
or modal dialogs originating from the application’s own busi-
ness logic or internal rules. Such pop-ups can disrupt the
intended test flow if they appear at unexpected times from
the test script’s perspective or if they are inherently difficult
for automation to handle.

Additionally, third-party content led to test failures. Con-
tent such as advertisements or analytics scripts, dynamically
injected into the page from external sources, can alter the
page layout, obscure target elements, or introduce unforeseen
behaviors, thereby interfering with test execution.

RQ1 Findings: Legacy test brittleness on evolved web
applications can arise from multiple factors, including test
script design, web application complexity, and framework
limitations, rather than a single root cause.

RQ2: How does web GUI test brittleness persist as applica-
tions continuously evolve?

Motivation After the initial repair and execution, we have
constructed and applied some temporary solutions. Beyond
the initial failures of legacy test cases, web applications
continue to evolve, introducing new challenges for maintaining
automated test suites over time. Even after fixing brittle test
cases, the same or similar issues may recur as applications
undergo further updates, raising questions about the long-term
effectiveness of these fixes. This ongoing maintenance effort
can become increasingly costly and labor-intensive, especially
in dynamic, real-world environments where web applications
are subject to continuous changes in their structure, behavior,
and external dependencies. Investigating how brittleness per-
sists and whether the applied fixes remain effective over time
is critical to identifying generalizable strategies for sustaining
the resilience of automated test cases in the face of continuous
application evolution.
Approach To investigate how test brittleness recurs during the
web application evolution process, we conduct a longitudinal
study as illustrated in Figure 2. Approximately six months
after the initial repair and execution phase (described under
RQ1), we re-execute the previously repaired test cases. These
tests are run against the then-current versions of the respective
web applications (as of early 2025). Similar to our initial
investigation, when a test case failed, we collected runtime
output and a screenshot at the point of failure. We then
systematically analyze this information to determine the root
causes of these new or recurring failures and compare these
findings against the root causes identified during the initial
repair phase. This comparison allows us to understand patterns
of persistent brittleness.
Results Following the re-execution of the 120 previously re-
paired test cases, approximately six months later (early 2025),
we analyzed their outcomes to understand how brittleness
persists in continuously evolving web applications. Figure 4
presents the distribution of these outcomes.

0 10 20 30 40 50

Incidental GUI update
Element locator design

Test passed
Alignment with application logic

Test data specificity
Interaction readiness

Deep shadow DOM structure
DOM element redundancy

Application-native dynamic pop-ups
Framework wait behavior

Third-party content

Ca
te

go
ry

50
24

22
12

5
2

1
1
1
1
1

Fig. 4: Distribution of the recurrent brittleness

A straightforward observation is that a large majority of the
test cases failed again. Specifically, only 22 out of the 120
(18.3%) test cases passed without any further modification.
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This indicates that the initial fixes, while effective at the time,
often did not provide long-term resilience against subsequent
application changes. The remaining 98 test cases (81.7%)
failed, and they all fall in the categories from RQ1.

Among the recurring failures, issues related to Incidental
GUI update were the most prevalent, accounting for 50
instances. This strongly suggests that continuous, seemingly
minor changes to the UI and DOM structure of web appli-
cations are a primary driver of ongoing test maintenance.
The second most common cause of recurrent failure was
Element locator design, with 24 instances. This implies that
even if locators were fixed once, further application evolu-
tion rendered a new set of them ineffective. Other notable
categories of recurring brittleness included Alignment with
application logic (12 instances), indicating that changes in
application workflow continued to invalidate tests, and Test
data specificity (5 instances), where previously valid test
data likely became outdated or inappropriate for the evolved
application state. Smaller numbers of failures were attributed
to Interaction readiness (2 instances), and single instances each
for Deep shadow DOM structure, DOM element redundancy,
Application-native dynamic pop-ups, Framework wait behav-
ior, and Third-party content.

These results highlight several key aspects of persistent brit-
tleness. First, the high re-failure rate underscores the dynamic
nature of the studied web applications and the continuous
challenge of test maintenance. Second, the prominence of Inci-
dental GUI Update and Element Locator Design as recurring
causes points to the ongoing instability of UI elements and
their locators as a central problem.

Notably, “Incidental GUI updates” often involved modifi-
cations typically considered to affect reliable locators, such
as altering or removing element IDs, or changing data-testid
attributes. These changes sometimes occurred in ways that
inadvertently degraded, rather than improved, testability, chal-
lenging the assumption that such attributes are always stable.
This suggests that strategies relying solely on reactively fixing
locators after each failure may prove unsustainable. Instead,
more adaptive locator strategies or approaches less sensitive
to minor UI modifications might be necessary.

These results also imply that the “blame” for brittleness does
not solely rest with test script design. The nature of these UI
changes points to the web application under test itself as a
significant contributing factor to test instability. Furthermore,
the recurrence of issues like Alignment with Application Logic
and Test Data Specificity indicates that comprehensive test
maintenance must consider not just locators but also the
test logic and data to keep pace with evolving application
functionalities and states. Achieving robust and sustainable
automated testing, therefore, likely requires a collaborative
effort, involving not only testers in designing resilient scripts
but also developers in building more testable applications and
considering the impact of UI changes on existing tests.

RQ2: Findings: Test brittleness is highly persistent in
evolving web applications, with most repaired tests re-
failing within months.

RQ3: Can LLMs assist in repairing brittle web GUI tests by
emulating human approaches?
Motivation The significant re-failure rate of previously re-
paired test cases, as highlighted by our RQ2 findings (where
81.7% failed again), underscores the persistent and costly
nature of web GUI test maintenance due to continuous ap-
plication evolution. This reality reveals the limitations of
purely manual, reactive fixes and motivates exploring more
efficient, sustainable strategies. While LLMs offer a promising
possibility for reducing this maintenance burden, existing
research [59], [60] into LLM-assisted web test repair has
often been limited. These studies are typically conducted in
controlled environments rather than on complex, evolving real-
world systems like those in our study, and they frequently
focus on specific failure types, such as only locator breakages,
rather than the multifaceted root causes we observed. Thus,
there is a need to investigate how LLMs perform when tasked
with repairing tests that repeatedly fail in dynamic contexts,
particularly when using the rich, contextual information sim-
ilar to what human engineers rely upon.
Approach To answer RQ3, we evaluate the capability of an
LLM, specifically, GPT-o3, to repair the 98 test cases that
failed during our RQ2 re-execution phase. As depicted in
Figure 2, for each of these re-broken test cases, we provide the
LLM with information that mirrors the information a human
engineer would typically use for manual debugging: (1) the
failed test method’s source code (incorporating its prior RQ1
fix), (2) runtime outputs with errors and stack traces, (3) the
specific failing code line, (4) an annotated screenshot of the
webpage at failure (using numeric and box marks to leverage
LLM visual grounding capabilities [61], [62]), and (5) a textual
list of these annotated elements. Our method uses only the
current failure context, unlike traditional automated repair
techniques that often rely on older application versions for
comparative analysis [18]. The LLM is prompted to generate
up to five distinct, actionable code fixes, and a repair is
considered successful if any single candidate fix enables the
test case to pass the previously failed step on the current
application version.
Results Our evaluation of GPT-o3 on the 98 re-broken test
cases revealed its considerable potential for assisting in on-
going test maintenance. Provided with inputs mirroring hu-
man debugging practices, the LLM successfully proposed a
correct fix for 81 (82.7%) of these challenging failures. Its
performance was particularly strong for the most prevalent
recurring issues: it resolved 46 out of 50 (92.0%) failures due
to Incidental GUI update and 19 out of 24 (79.2%) related to
Element locator design. The LLM also effectively addressed
most failures concerning Alignment with application logic (10
out of 12 fixed), and all those due to Test data specificity
(5 out of 5 fixed). This high success rate in these categories
suggests significant utility for automating frequent repair tasks.
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However, the LLM did not provide successful repairs for
any instances of failures attributed to DOM element redun-
dancy, Interaction readiness, Deep shadow DOM structure,
Application-native dynamic pop-ups, Framework wait behav-
ior, or Third-party content. These categories often represent
more intricate failure scenarios, potentially requiring a deeper
understanding of complex state transitions, nuanced timing
beyond standard waits, or specific architectural workarounds.
The LLM’s inability to resolve these types of issues, despite
receiving rich contextual information, logically indicates that
current models may still lack the profound situational aware-
ness or extensive experiential knowledge that human engineers
apply to such problems. Therefore, while LLMs demonstrate a
strong capability to serve as powerful assistants by addressing
a substantial volume of brittleness issues through emulated
human-like pragmatic approaches, human expertise and deeper
system knowledge remain indispensable for diagnosing and
resolving the elusive or architecturally complex test failures.

RQ3 Findings: Given human-like diagnostic information,
LLMs can effectively repair a large majority of recurring
web test failures, human expertise remains vital for more
complex issues, though.

V. LESSONS LEARNED

In this section, we discuss the lessons that we learned.
L1: Brittleness is a multifaceted problem with shared
responsibility. Our RQ1 findings indicate that web GUI
automation testing brittleness rarely stems from a single
isolated cause. While test script design is a major factor,
web application complexity and testability, and limitations
within the automation framework implementation also con-
tribute significantly to the brittleness. This distributed nature of
brittleness highlights the need for cooperative efforts involving
developers, testers, and the automation framework maintainers
to enhance the robustness of the overall process rather than
blaming a single part for the brittleness.
Actionable guidance. Developers and testers should
establish cross-functional review processes where UI
changes are evaluated for test impact before deployment.
Automation framework developers should design frameworks
that inherently reduce the potential for brittleness by
prioritizing features that handle the real-world complexities
of dynamic content and element obstruction and testing the
framework on various real-world websites. Researchers can
create a brittleness analytics platform to form a feedback
loop among developers, testers, and framework maintainers.
L2: Web GUI testing brittleness is prevalent in real-life
systems and a recurring issue. The complete failure of all
legacy tests in RQ1, and 81.7% of the test cases that were
repaired in RQ1 failed again within about six months, high-
lighting that web GUI test maintenance is a continuous and
substantial challenge. The consistent recurrence of problems
like incidental GUI updates and element locator design issues
indicates that purely reactive fixes are often insufficient, and
proactive and adaptive strategies are needed.

Actionable guidance. The persistence of brittleness indicates
that reactive, one-off fixes are technically and financially
unsustainable. Testers should proactively classify brittleness
patterns and work with developers and framework maintain-
ers to address recurring issues at the source. They should
allocate a dedicated maintenance budget (e.g., 15-20% of
testing effort) specifically for ongoing maintenance rather
than treating repairs as unexpected overhead. Researchers
can explore automatic solutions to classify failures using a
taxonomy like ours and pinpoint the related modules in test
cases, web applications, and automation frameworks that need
to be fixed.
L3: Web applications lacking stable identifiers pose chal-
lenges to their suitability for automation testing. The preva-
lence of element locator design brittleness sometimes origi-
nates from web applications or their underlying frameworks
generating dynamic element identifiers while omitting other
stable, test-friendly attributes like data-testid. This absence of
reliable hooks forces the test script designers to use inherently
fragile locators (e.g., absolute XPath), significantly increasing
the brittleness and maintenance effort, thereby posing chal-
lenges to the suitability of such web applications for effective,
long-term automation testing.
Actionable guidance. Web app developers should adopt a
mandatory coding standard that requires stable, test-specific
attributes like data-testid for all interactive elements. Testers
can perform a formal testability audit before committing to
large-scale automation to evaluate whether a web application
is suitable for automation testing. Researchers can focus on
creating static analysis tools and IDE plugins that enforce
testability standards in real-time.
L4: Current automation frameworks can not fully address
real-world dynamic GUI complexities. While our study
already incorporates robust strategies like explicit waits [47]
from the automation framework, there are still 66 instances
where the limitations of the automation framework contributed
to brittleness. The fact that framework wait behavior issues,
though fewer in number, persisted into RQ2 brittleness even
after initial fixes suggests that the default mechanisms pro-
vided by popular frameworks like Selenium may not be
inherently robust enough to handle all complexities of modern
dynamic GUIs without custom enhancements or workarounds
by testers. This indicates an opportunity for framework evolu-
tion to better support testing in highly dynamic environments,
reducing the burden on individual test script writers to imple-
ment complex custom synchronization.
Actionable guidance. Testers and developers can develop an
organization-specific wrapper library on top of the base au-
tomation framework to handle complex or domain-specific
situations. Automation framework providers can use our find-
ings to guide improvements, such as implementing state-based
waiting and more resilient locator strategies, to better support
testing in dynamic and evolving web UIs. Researchers can
create a benchmark for evaluating the capability of current
automation frameworks on testing real-world web applications
with various dynamic GUI complexities.
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L5: Developers may change the web application without
considering the need for automation testing. The prevalence
of failures due to Incidental GUI updates indicates that web
application modifications are frequently made without ade-
quate consideration for their impact on automated testing. Our
findings show that even seemingly minor UI or DOM alter-
ations, which do not necessarily introduce new features and
sometimes affect attributes generally considered stable, can
readily break existing tests. This highlights how development
practices that do not prioritize or integrate testability consider-
ations during application evolution contribute significantly to
test brittleness and the subsequent maintenance effort.
Actionable guidance. Developers should integrate test impact
assessment into code reviews to flag UI changes that may
affect existing tests. Researchers should propose automated
solutions to predict when UI changes will break existing tests.

VI. THREATS TO VALIDITY

Internal validity. We use Selenium, a widely adopted au-
tomated testing framework, to conduct our experiments and
analyze test brittleness. However, the specific failure rationales
we identify, especially those related to framework behavior,
may not generalize to other automation tools. Additionally,
the process of manually repairing and labeling test failures
involves human judgment, which may introduce some subjec-
tivity despite our efforts to ensure consistency through inde-
pendent review and consensus. Our experiments are conducted
only in Google Chrome at a fixed 1920×1080 resolution,
which limits environmental diversity. Brittleness may manifest
differently across browsers, devices, resolutions, or network
conditions, and future work should expand testing environ-
ments to improve generalizability.
External validity. The results of our study are based on the
Mind2Web dataset. Although this dataset covers a diverse set
of web applications, it may not capture every possible scenario
or type of web system found in practice. As a result, there
may be brittleness patterns or failure causes present in other
domains that are not reflected in our findings. Additionally, for
each application, we selected only one test case (the longest
and most complex) to evaluate brittleness. While this approach
helps ensure that we capture a wide range of potential issues,
it may not fully represent the brittleness experienced across
all test cases within an application. However, our selection
strategy is designed to maximize coverage of diverse function-
alities and UI interactions within a manageable scope, as these
complex cases are most likely to expose a wide spectrum of
brittleness issues. We believe that our methodology provides
meaningful insights into the general brittleness of web UI tests.
Construct validity. Our evaluation of LLM-based repair is
based on the availability of specific information (e.g., error
logs, annotated screenshots) that can be leveraged to identify
the root cause of the failure, aiming to emulate the information
needed in the human manual repair process. However, the
type of information and how much of it is available when
a test fails can be different from one case to another. Because
of this, how well the LLM performed in our study, using

the particular information we provided, might not be the
same for all repair tasks in practice. This limitation may
impact the generalizability of our findings regarding LLM-
based repair effectiveness. Furthermore, the non-deterministic
nature of LLMs may limit the generalizability and stability
of our findings. Future work should include multiple LLMs
and repeated trials to assess the consistency and reliability of
automated repairing across different models and scenarios.

VII. RELATED WORK

Empirical studies of web GUI testing. Numerous studies
have investigated the challenges associated with automated
web GUI testing. Romano et al. [11] find that a large share of
flaky tests are related to mismatches between page-rendering
time and hard-coded waits. While Leotta et al. [7] show that
Record-and-Replay (R&R) tools reduce the upfront cost of
creating test cases, yet incur higher long-term maintenance
costs than programmable test suites; they also report flakiness
and fragility as key obstacles with GUI tests [5]. Marshall et
al. [13] report that Selenium configuration choices, particularly
those related to waiting strategies, directly impact flakiness.
Finally, both Hammoudi et al. [6] and Nass et al. [4] identify
inadequate waiting as a primary root cause of R&R failures.
Unlike these studies that often focus on specific aspects
like wait times or are performed in controlled environments,
we systematically analyze brittleness from multiple practical
perspectives to provide a comprehensive understanding of root
causes as they manifest in real-world environments.
Automated test repair and maintenance. There are also
many studies about fixing and maintaining the web GUI test
cases. Current web GUI test repair work spans behavioral
difference detection [18], incremental repair of web GUI
test cases [19], vision-based fixes [24], and model-based
approaches for R&R test suites [63], [64]. Techniques involved
in automated web GUI test repair include tree matching [65],
iterative matching [53], semantic analysis of executions [25],
and, most recently, LLM-driven repair [59]. Different from
these studies, we focus on revisiting the challenges of achiev-
ing robust automated web GUI testing from a pragmatic
perspective. Our findings may inspire researchers to focus not
only on improving the test cases but also on other modules
(e.g., automation framework) involved in automation testing.

VIII. CONCLUSION

This paper presented a pragmatic analysis of web GUI
test brittleness. Our study confirms that failures in evolving
applications originate not just from test script design, but also
significantly from web application complexity and automation
framework limitations, making “blame” a distributed issue.
The high recurrence rate of failures (81.7%) highlights brittle-
ness as a persistent challenge, not easily addressed by one-off
fixes. While LLMs show promise in resolving common issues
(82.7% fix rate), human expertise remains essential for com-
plex cases. Future research should focus on real-world failure
scenarios and explore strategies for improving test resilience,
framework robustness, and AI-assisted maintenance.
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